1510: Notification/Escalation
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Incidents can begin in many forms. A beginning can be so small and innocuous that it escapes notice at first, it can be so large and calamitous that it instantly overwhelms any on-scene personnel, or it could fall anywhere between these extremes. While large calamitous incidents are easily recognized as likely disaster events, many times the worst disasters are those where a seemingly small and innocuous incident is left unchecked and spirals into something much bigger. Because of this, an effective and efficient Notification/Escalation process is the most vital component of the Incident Management plan.
The majority of incidents typically fall into one of two categories: Life Safety and Break/Fix. Each of these incident types has unique steps that should be followed. There is, however, a third incident type that is becoming increasingly prevalent in today’s technology-dependent world: Unauthorized access to Member Information, or Data Compromisea Cyber incident. Therefore, the first task of any personnel on the scene when an incident is discovered is to determine if the incident is a Life Safety, Break/Fix, or Data Compromise Cyber issue.
If a Life Safety Issue –
In a Life/Safety incident, the immediate concern is ensuring the safety of anyone on the scene. As such, the initial responses work towards that objective.
1. Ensure the safety of employees and visitors.
 
2. If appropriate, immediately evacuate the facility via the nearest available exit following the Evacuation Plan, or (if the danger is outside the facility), seek shelter in place inside the facility. Ideal locations are inside a secure, interior room of the facility, away from any standard windows and doors. The Vault offers even greater protection, with a concrete, windowless shell and steel fire doors.
  
3. Dial 911 to alert emergency response personnel of the situation. Give them your name and phone number, the address, the nature of the incident, and any injuries to anyone at the scene.
 
4. From your Emergency Wallet Card, contact ANY member of the Management Team to alert them of the situation. Provide them with the same details given to the 911 operator.
 
5. Management will alert the Incident Management team and/or establish an emergency Conference Bridge.
If a Break/Fix Issue –
In a Break/Fix incident, the immediate concern is to alert the appropriate individuals to respond to and either correct the issue before it becomes a critical event or to mobilize the appropriate resources and plans to minimize its impact and ensure the continuity of our business operations. As such, the initial responses work towards that objective.
1. Alert the appropriate vendor of the nature and scope of the incident:

{Insert contact information here, including local emergency contacts, vendors, etc. Include the name of organization, contact (if known), phone number, email, website, phone tree option numbers, etc - a sample list is below, but may not be all-inclusive}

1. Emergency Response (Police, Fire, and Ambulance)
2. CUNA Mutual GroupTruStage Insurance
3. League/Association
4. NCUA
5. Federal Bureau of Investigation
6. State Bureau of Financial Institutions
7. Federal Reserve:
· ACH Support
· CU ABA Number:
· After Hours Help Desk
8.  Key Vendor (add more as needed)
 
2. (Initial responder) Determine the impact and expected duration of the issue.
 
3. Escalate to the Management Team as appropriate.
 
4. Management Team to notify the staff as appropriate.
 
5. Establish an emergency Conference Bridge.
If a Data Compromise Issue Cyber Incident –
In a Data Compromise incident, the immediate concerns are assessing the nature and scope of the incident, notifying the appropriate regulatory and law enforcement authorities, taking appropriate steps to contain and control the incident, and (when warranted) notifying impacted members. As such, the initial responses work towards that objective.
1. Assess the nature and scope of the incident.
 
1. Identify what member information system(s), and
2. Identify what types of member information may have been compromised.
 
2. Notify the appropriate NCUA Regional Director, and, for state-chartered Credit Unions, the {list the state supervisory authority}.
 
3. Take appropriate steps to contain and control the incident to prevent further compromise, while preserving records and other evidence.
 
4. If applicable, file Suspicious Activity Reports (SARs) for any criminal activity related to the data compromise.
 
5. (When warranted) Notify impacted members.
 
6. Assess the nature and scope of the incident.
7. Notify the Management Team.
8. Management Team will assess the situation and execute initial cyber incident response procedures.
9. Management Team will alert the Cyber Incident Response Team.
10. The Cyber Incident Response Team will assess the situation and take steps to contain and control the incident.
11. Preserve records and other evidence.
12. Notify regulatory/law enforcement authorities (new rules require initial NCUA notification within 72 hours).
13. File Suspicious Activity Reports (SARs) for fraudulent activity related to the incident.
14. (When warranted), notify impacted members. 
NOTE: Reference the Cyber Incident Response information (Section 1600) for further details, resources, and information. 
Standard for Providing Notice:
If the incident investigation determines that misuse of Credit Union member information has occurred or is reasonably possible, impacted members should be notified as soon as possible. Notification may be delayed (at Credit Union discretion) if law enforcement determines that notification will interfere with a criminal investigation and provides a written request for the delay.
Sensitive Member Information:
Sensitive member information includes types of information most susceptible to misuse, as in the commission of identity theft. This includes information such as member names, addresses, telephone numbers, social security numbers, driver’s license number, account numbers, credit and debit card numbers, or PINs/passwords that, either by itself or in conjunction with other components of member information, would permit access to member accounts.
Affected Members:
If the investigation can determine precisely which members’ information has been compromised, notification can be limited to those that are impacted. If however, the incident involves a group of member data files, but the identification of which specific members’ information has been compromised, and the circumstances of the compromise makes misuse of the data reasonably possible, all members in the group.
Content of Member Notices:
Member notice should be provided in a clear and conspicuous manner. At a minimum, it should:
Describe the incident and the type of member data that was compromised
Describe what the Credit Union has done to protect the members’ information from further compromise
Include a telephone number that members can call for further information or assistance.
Remind members to remain vigilant over the next 12-24 months, and to report any suspected incidents of identity theft to the Credit Union.
When appropriate, it should also include:
A recommendation for members to review statements and report any suspicious activity to the Credit Union
A description of fraud alerts and how members may place them on their credit reports
A recommendation to periodically obtain credit reports and have information relating to fraudulent activity removed
An explanation of how members may obtain a credit report free of charge
Information regarding FTC guidance regard steps consumers can take to protect against identity theft, how to report any incidents of identity theft to the FTC, along with the link to the FTC website (www.ftc.gov) and contact information (www.ftc.gov/contact). 
NCUA encourages Credit Unions to notify the nationwide credit reporting agencies before sending notices to large numbers of members that include contact information for the reporting agencies.
Delivery of Member Notices:
Member notices can be delivered in any manner designed to ensure that a member can reasonably be expected to receive them. Options include:
By Telephone
Mail
Electronic mail (for members who have agreed to receive communications electronically).

